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B. Document Scope  
This document is both a user-facing document (publically accessible) and an internal working document 
intended to define user needs and use cases that fall under the general umbrella of Campus Bridging 
within the overall activities of XSEDE. The definition of use cases is based on a template from Malan and 
Bredemeyer1. In general it is in keeping with the approaches and philosophy outlined in “Software 
architecture in practice.”2 
This document is one component of a process that generates at least the following documents, some of 
which are user-facing, some are as of now intended to be internal working documents: 
• This document - A description of use cases [User facing] 
• A binary mapping of use cases to Requirements in DOORS (a binary mapping – for each use case 
a “yes” or “no” flag indicating whether a particular requirement within the full list of 
requirements is or is not required to enable a particular use case 
• A set of level 3 decomposition documents, which include: 
o Quality Attributes descriptions 
o Connections diagram in UML 
The use cases are presented here using the following format, derived from the Malan and Bredemeyer 
white paper1 as follows: 
Use Case Use case identifier and reference number and modification history 
Description Goal to be achieved by use case and sources for requirement 
References References and citations relevant to use case 
Actors List of actors involved in use case 
Prerequisites 
(Dependencies) 
& Assumptions 
Conditions that must be true for use case to be possible  
Conditions that must be true for use case to terminate successfully 
Steps Interactions between actors and system that are necessary to achieve goal 
Variations 
(optional) 
Any variations in the steps of a use case 
Quality 
Attributes 
Qualifiable and/or quantifiable matrix of a use case. 
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  1	  Malan,	  R.,	  and	  D.	  Bredemeyer.	  2001.	  Functional	  requirements	  and	  use	  cases.	  www.bredemeyer.com/pdf_files/functreq.pdf	  2	  Bass,	  L.,	  P	  	  Paul	  Clements,	  and	  Rick	  Kazman	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Use Case Use case identifier and reference number and modification history 
Non-functional 
(optional) 
List of non-functional requirements that the use case must meet 
Issues List of issues that remain to be resolved 
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C. Glossary  
User - a member of the scientific community who has a need to interact with NSF XSEDE systems. 
Account - an operating system account on an SP-operated (Levels 1-3) or non-XSEDE systems (e.g., 
Unix account on an SP). 
XSEDE identity - a representation of a User in the XSEDE system, to include an XSEDE user name 
(identifier), XSEDE password or other authentication method, and XSEDE user profile. 
Non-XSEDE identity - a representation of a User from a non-XSEDE system. A non-XSEDE identity 
can be bound to an XSEDE identity, for the purpose of allowing the non-XSEDE identity to be used to 
authenticate to the XSEDE identity, in order to access XSEDE services. 
XSEDE user profile - attributes associated with an XSEDE identity; attributes can be asserted by either 
the user (e.g., email address, display name, address, phone number), XSEDE (e.g., XSEDE project, SPs 
on which the user has accounts), or 3rd parties (e.g., institutional affiliations, group membership). 
XSEDE group -  a set of XSEDE identities that are grouped together for some purpose , with associated 
attributes. Not to be confused with UNIX groups. For example, an XSEDE group could be (but is not 
required to be) mapped to a project in the allocation system, an access control list in a file system, and/or 
a list of authorized users in a science gateway. A group administrator can modify the attributes of the 
group. A group manager can modify the membership of the group. A group member is a member of the 
group. More than one user may have the administrator and manager role. 
XSEDE-operated service - a service operated within the scope of the NSF XSEDE award: e.g., XSEDE 
User Portal (XUP), POPS, Globus Online, GFFS. 
SP-operated service -a service operated under the NSF XSEDE “brand” (associated with XSEDE and/or 
XSEDE in some formal manner) at Level 1 or 2 of integration3. 
XSEDE project - a project authorized via the XSEDE allocations process to use a specific portion of 
XSEDE system resources. 
XSEDE allocation - a set of resources provided by a single SP that a project is authorized to use. (Note 
that a single XSEDE project can have allocations on multiple SPs, at the same or different times.) 
Non-XSEDE allocation - a set of resources that a project is authorized to use, but that are provided by an 
entity outside the NSF XSEDE “brand”: for example, resources from another agency or organization, 
such as science gateways or tier 3 SPs. 
Direct synchronous interaction - any interaction between a User and another entity that requires a 
request and a response.  Such interactions can include email, phone and/or video calls, postal deliveries, 
text messages, and physical meetings. 
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  3	  https://www.xsede.org/documents/10157/281380/SPF_Definition_v10.1_120228.pdf	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D. Canonical Use Case 9 This	  use	  case	  describes	  the	  complete	  life	  cycle	  of	  an	  XSEDE	  user	  identity	  from	  initial	  registration	  with	  XSEDE	  through	  using	  XSEDE	  and,	  ultimately,	  de-­‐activation	  of	  the	  user’s	  registration.	  This	  includes	  the	  user's	  ability	  to	  create	  and	  manage	  an	  individual	  user	  profile	  and	  also	  the	  user's	  ability	  to	  define	  and	  manage	  XSEDE	  groups:	  named	  lists	  of	  XSEDE	  identities	  that	  can	  be	  referred	  to	  in	  other	  operations.	  Beyond	  this,	  it	  describes	  a	  large	  number	  of	  actions	  that	  the	  user	  may	  take	  in	  the	  course	  of	  managing	  his/her	  XSEDE	  identity,	  most	  of	  which	  are	  optional	  and	  will	  be	  taken	  by	  the	  user	  only	  if	  they	  are	  appropriate	  for	  his/her	  needs.	   
Use Case UCCAN 9 XSEDE User Identity and Access Management 
Description Enable an XSEDE user to establish, manage, and disable his/her XSEDE 
identity. 
References Big data analytics UCDA – UC 2, 3, 4, and 5. 
Big data management UCDM – UC 1, 3, and 5. 
Big data visualization UCVIS – UC 1, 2, 3, 4, and 5. 
Campus bridging UCCB – UC 1, 4, and 6. 
Federation & interoperation UCFI – UC 1. 
High performance computing UCHPC – UC 1, 2, and 3. 
High throughput computing UCHTC – UC 1, and 2. 
POPS UCP2 – UC 5, and 8. 
Scientific workflows UCSW – UC 1, and 2. 
Science gateways UCSGW – UC 1. 
Actors User: A member of the scientific community who has a need to interact with 
NSF XSEDE systems 
Prerequisites 
(Dependencies) & 
Assumptions 
The User is aware of the existence of XSEDE. 
The User has access to the Internet and a commodity web browser. 
Steps 1. The User creates an XSEDE identity. 
 
2. The User manages his/her XSEDE user profile. This can be done at any 
time, and repeatedly. 
2.a. (optional) The User may use a non-XSEDE  identity to pre-populate 
his/her XSEDE user profile, as opposed to starting from scratch. (Think: 
“Sign up using Facebook.”) 
2.b. The User binds one or more email addresses with his/her XSEDE user 
profile. An email address is validated by sending an email to that address 
with a link that the user clicks on to validate the email address. A single 
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email address can only be bound to one XSEDE identity. For each XSEDE 
identity, one email address is designated the “primary” email address. 
2.c. (optional) The User binds (federates) one or more non-XSEDE identities 
(e.g., InCommon) with his/her XSEDE identity. A non-XSEDE  identity can 
only be bound to a single XSEDE identity.  
2.d. (optional) The User adds, modifies, deletes, and controls visibility of 
other attributes in his/her XSEDE user profile. 
2.e. (optional) The User resets the password on his/her XSEDE identity via 
an email address in his/her XSEDE user profile, or based on information in 
the XSEDE user profile. 
 
3. The User logs into any XSEDE-operated service using his/her XSEDE 
identity via either his/her XSEDE username/password or via a federated 
identity bound to his/her XSEDE identity. 
 
4 (optional) A project in which the User is a member receives an XSEDE 
allocation and the User uses his/her XSEDE identity to access the associated 
SP system(s). 
 
5. (optional) A project in which the User is a member receives a non-XSEDE 
allocation and the User uses his/her XSEDE identity to access the associated 
system(s). 
 
6. (optional) The User manages XSEDE groups.  
6.a. The User creates any number of groups, automatically taking on an 
administrator and manager roles within these groups.  
6.b. The User configures the profile for a group for which he/she is an 
administrator (e.g., description, group visibility, member visibility, 
membership admission policy).  
6.c. The User adjusts the membership of a group for which he/she is a 
manager, by adding or removing XSEDE identities to/from the groups, either 
individually or in bulk, and specifying roles for each identity (e.g., member, 
manager, administrator). 
6.d. The User invites other XSEDE users to join a group for which he/she is a 
manager by sending invitations to their XSEDE identity or email addresses. 
6.e. The User requests membership in an XSEDE group managed by another 
XSEDE user. 
6.f. The User disables an XSEDE group for which he/she is an administrator. 
A disabled  group is no longer usable for authorization actions. 
6.g. The User enables a previously disabled XSEDE group for which he/she 
is an administrator.  
6.h. The User deletes XSEDE groups for which he/she is an administrator. 
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7. (optional) Groups can appear in authorization policies controlling access to 
a resource ( e.g., file or storage system or use of an allocation).  The 
authorization policies are determined by the parties responsible for the 
services/resources in question. 
 
8. The User discovers a list of groups in which he/she has a specific role.  
 
9. The User discovers a group’s profile. 
 
10. An XSEDE identity can be disabled so that it can no longer be accessed. 
10.a. A User can disable his/her XSEDE identity. 
10.b. XSEDE personnel with appropriate rights can disable/re-enable an 
XSEDE identity. 
 
Variations (optional) None.  
Quality Attributes 1. A User who does not currently have an XSEDE identity can establish an 
XSEDE identity in five minutes or less, without direct synchronous 
interaction with another human being. 
Assumptions:  The user starts at the XSEDE web page, xsede.org. Setting of 
any privileges is out of scope of the five minutes. 
 
2. A User can bind a non-XSEDE identity (e.g., InCommon) to his/her 
XSEDE identity in five minutes or less, without direct synchronous 
interaction with another human being.  
Assumptions:  a) The user is already authenticated at the XSEDE web page, 
xsede.org; b) the non-XSEDE identity provider is trusted by XSEDE; c) the 
XSEDE federation mechanism supports the non-XSEDE identity provider’s 
authentication mechanism; d) the user is able to authenticate with the non-
XSEDE identity provider; e) The non-XSEDE identity provider will release 
necessary attributes to XSEDE to allow authentication. 
 
3. The User’s interface to the XSEDE identity management system is fully 
accessible via commodity web browsers and Internet connections. 
 
4. The availability of the XSEDE identity management system for the 
purposes of authenticating and reading profiles is mission critical and must be 
99.95%. The availability of the update mechanism is 99.9%.  
Assumptions: Availability is defined as the percentage of time in a given 
<month> that a service correctly responds. (NB: Correctness can include 
timing.) 
 
5. The User can adjust any user-editable fields in his/her XSEDE user profile 
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with no direct interaction with another human being. 
 
6. The User can authenticate to their XSEDE identity using any of its bound 
non-XSEDE identities. The authenticated XSEDE identity can then be used 
with any XSEDE-operated service. 
Assumption: The non-XSEDE identity provider is available. 
 
7. The User can complete the password reset process via email for his/her 
XSEDE identity in 5 minutes or less. A mechanism must exist that allows the 
User to accomplish this task without direct synchronous interaction with a 
human. 
Assumption: a) The User is familiar with the password reset process; b) the 
User has access to that email address. 
 
8. The User can complete individual XSEDE group management tasks in five 
minutes or less and without direct synchronous interaction with another 
human being. 
 
9: Groups are expected to scale to low degree thousands of members.  
 
10: Group membership tests should take less than five seconds. 
 
11. Changes to XSEDE group membership will take effect in the XSEDE 
identity management system in less than five seconds. Group membership 
changes may not be visible until an affected member re-authenticates.  
 
14. Non-XSEDE relying parties will be able to use XSEDE group functions 
without direct synchronous interaction with XSEDE personnel. 
Non-functional 
(optional) 
None.  
Issues None. 
 
 
